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INTRODUCTION 
 

u  Deployment of the smart grid ’ s 
components and interoperability 
requires a substantial overhaul of 
today ’ s standards and protocols. 

u   Improving the physical and cyber 
security of the network, which is 
notoriously vulnerable, is a top 
priority for the new architectural 
framework. 
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INTRODUCTION 
 

u  In fact, adding millions connections 
to a distribution system is no easy 
task, and power companies are in 
the precarious position of having to 
prepare for the future. 

u  The following discussion outlines the 
cha l lenges fo r p lanners and 
designers and the role of policy - 
makers in attaining reliability and 
secure operations. 
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INTEROPERABILITY 
 
 u  Interoperability is “ the ability of two or more 

systems or components to exchange 
information and to use the information that 
has been exchanged. ” 

u  A careful approach will include: 
ü  Reviewing the activities of governing bodies 
ü  Reviewing components before deployment 
ü  Developing internal project standards 
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INTEROPERABILITY 
State -of-the-Art-Interoperability 
u   There are two elements to interoperability: 
      technical and commercial. 
u  Technical interoperability is largely about 

defining the functionality for gas and electricity 
metering interfaces providing smart metering 
( f o rma t and da ta con ten t ) se r v i ce 
requirements.  

u  The definition of technical interoperability will 
depend on the market model the use of smart 
metering.  
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INTEROPERABILITY 
State -of-the-Art-Interoperability 

u  In commerc ia l s ide , consumer 
engagement essential to delivering 
consumer benefits will be identified in a 
cost benefit analysis.  

u Demand-Side Menagement (DSM) 
refers to all investments and activities 
that effect customers’ load shapes and 
usage. 
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INTEROPERABILITY 
Benefits and Challenges of Interoperability 

u Interoperability  allows  a  network  to 
seamlessly  and  autonomously 
integrate  all  components  and  the 
minimization  of  human  intervention 
in this process is an important benefit 
of this functionality. 
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INTEROPERABILITY 
Benefits and Challenges of Interoperability 

u  The challenges include the need for technical 
enhancement  of  the  network,  adoption  and 
adaptation  of  existing  technologies,  and 
development  and  implementation  of 
comprehensive standards. 

u  Procedures to address vandalism, hacking, and 
malicious attacks will require the development 
of  security  protocols  for  authentication  and 
validation before access is granted.
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INTEROPERABILITY 
Model for Interoperability in the Smart Grid 
Environment 
u  The following illustrates a conceptual model of 

the smart grid developed by the Grid Wise 
Architecture Council (GWAC). 

u  According to GWAC, each category/driver 
subdivided by layers has a special purpose, 
as follows: 
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INTEROPERABILITY 
Model for Interoperability in the Smart Grid 
Environment 
•  Technical: Emphasizes the syntax or format of 

the information, focusing on how the 
i n f o rma t i on i s r ep resen ted on t he 
communication medium. 

•  Informational: Emphasizes the semantic 
aspects of interoperation, paying attention to 
what information is exchanged and its 
meaning 

•   Operational: Emphasizes the pragmatic 
( b u s i n e s s a n d p o l i c y ) a s p e c t s o f 
interoperation, especially those pertaining to 
the management of electricity.  
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INTEROPERABILITY 
Interoperability and Control of the Power 
Grid 

u  To upgrade to a smart system, the network should 
be outfitted with equipment that can detect 
problems, report back to the utility, receive control 
or restorative commands, and execute them. 

u  Control centers must be able to connect to 
machines that have smart technology to facilitate 
effective performance with little or no interruptions. 

u  Ultimately, the user/customer should have some 
degree of autonomy over consumption with a 
faster, more effective response to supply 
disruptions. 
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STANDARDS 
 Many standards bodies: 
u  The National Institute of Standards and 

Technology (NIST), 

u  International Electrotechnical Commission (IEC),  
u  Institute of Electrical and Electronic Engineers 

(IEEE), 
u  Internet Engineering Task Force (IETF), 
u  American National Standards Institute (ANSI), 

u  North American Reliability Corporation (NERC), 
u  The World Wide Web Consortium (W3C) 
 are addressing interoperability issues for a broad 
range of industries, including the power industry. 
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STANDARDS 
Approach to Smart Grid Interoperability Standards 

The roadmap for interoperability by NIST includes 
the following applications: 
u  Demand Response and Consumer Energy 

Efficiency 
u  Wide Area Situational Awareness 
u  Electric Storage 
u  Electric Transportation 
u  Advanced Metering Management 
u  Distribution Grid Management 
u  Cyber Security 
u  Network Communications 
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SMART GRID CYBER SECURITY 
 

u  Cyber security is a concept that has become 
increasingly prevalent with the development of the 
smart grid technology with the increased use of 
digital information and controls technology 

u  To Improve reliability, security, efficiency of the 
electric grid and the deployment of smart 
technologies (real - time, automated, interactive 
Technologies that optimize the physical operation 
of appliances and consumer devices) for metering, 
communications concerning grid operations and 
status, and distribution automation. 
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SMART GRID CYBER SECURITY 
Cyber Security State of the Art 

u  The underlying concept is that security should be 
built - in, not added - on. This strategy includes:  

  
•  Review of the system functionality and data flows 

with particular attention to their similarities and 
differences with identified smart grid use cases (as 
documented in the NIST Roadmap). 

•     Identification of relevant threats and the 
consequences/impacts if the confidentiality, 
integrity, availability, or accountability of the 
system data flows are compromised. 
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SMART GRID CYBER SECURITY 
Cyber Security State of the Art 

u  Facets of the cyber security include: 

•  Security assessment and hardening of the existing 
systems 

•  Vulnerability(Güvenlik açığı) assessment 
•  Disaster recovery 
•  Intrusion (İhlal) detection incident response 
•  Event logging, aggregation, and correlation 
      (Olay günlüğü, toplama ve korelasyon) 
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SMART GRID CYBER SECURITY 
Cyber Security Risks 

u  Cyber security risks appear in each phase of the 
project life - cycle and include risks to managerial, 
operational, and technical processes. 

u  The following trade - off must include the considering 
cyber security risk: 

•  Other business or non - functional requirements 
•  Performance (for example, response time) 
•  Usability (for example, complexity of interactions for 

users) 
•  Upgradability (for example, ease of component 

replacement) 

•  Adaptability (for example, ease of reconfiguration for 
use in other applications) 
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SMART GRID CYBER SECURITY 
Cyber Security Risks 

•  Effectiveness (for example, information relevant and 
pertinent to the business process as well as being 
delivered in a timely, correct, consistent, and usable 
manner) 

•  Efficiency (for example, the provision of information 
through the most productive and economical use of 
resources) 

•   Confidentiality (for example, protection of sensitive 
information from unauthorized disclosure) 

•  Integrity (for example, accuracy, completeness, and 
validity of information in accordance with business 
values and expectations) 
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SMART GRID CYBER SECURITY 
Cyber Security Risks 

•  Availability (for example, information being 
available when required by the business process) 

•  Compliance (for example, complying with the 
laws, regulations, and contractual arrangements) 

•  Reliability (for example, the provision of 
appropriate information for managementto 
operate the entity and exercise its fi duciary and 
governance responsibilities) 
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SMART GRID CYBER SECURITY 
Cyber Security Risks 
u  It is important to consider system constraints 

when developing applying security requirements, 
which include: 

•  Constraints 
•  Computational (for example, available computing 

power in remote devices) 
•  Networking (for example, bandwidth, throughput, 

or latency) 
•  Storage (for example, required capacity for 

firmware or audit logs) 
•  Power (for example, available power in remote 

devices) 
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SMART GRID CYBER SECURITY 
Cyber Security Risks 
•  Personnel (for example, impact on time spent on 

average maintenance) 
•  Financial (for example, cost of bulk devices) 
•  Temporal (for example, rate case limitations) 
•  Technology 
•  Availability 
•  Maturity 
•  Integration/Interoperability (for example, legacy 

grid) 
•  Life – cycle 
•  Interconnectedness of infrastructure 
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SMART GRID CYBER SECURITY 
Cyber Security Risks 
•  Applications (for example, automated user 

systems and manual procedures that process the 
information) 

•  Information (for example, data, input, processed 
and output by the information systems in 
whatever form is used by the business) 

•  Infrastructure (for example, technology and 
facilities, that is, hardware, operating systems, 
database management systems, networking, 
multimedia, and the environment that houses and 
supports them, that enable processing the 
applications) 
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SMART GRID CYBER SECURITY 
Cyber Security Concerns Associated with AMI 

u  Advanced metering infrastructure (AMI) is an 
in tegra ted sys tem o f smar t mete rs , 
communica t ions ne tworks , and da ta 
management systems that enables two-way 
communicat ion between ut i l i t ies and 
customers. 

u  Each utility ’ s AMI implementation will vary 
based on the specific technologies selected, 
the policies of the utility, and the deployment 
environment. 
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SMART GRID CYBER SECURITY 
Mitigation Approach to Cyber Security Risks 

u  This process of mitigation of errors or sources 
of insecurity includes the following: 

•  Identifying and classifying the information that 
needs to be protected 

•  Defining detailed security requirements 
•  Reviewing the proposed security architecture 

that is designed to meet the requirements 
•  Procuring a system that is designed to meet 

the specified security requirements and 
includes the capability to be upgraded to meet 
evolving security standards 
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SMART GRID CYBER SECURITY 
Mitigation Approach to Cyber Security Risks 

•  Testing the security controls during the test and 
installation phase 

•  Obtaining an independent assessment of the 
security posture before deployment 

•  Developing a remediation plan to mitigate the 
risks for identifi ed vulnerabilities 

•  Installing a system with built - in management, 
operational, and security controls 

•  Monitoring and periodically assessing the 
effectiveness of security controls 

•  Migrating to appropriate security upgrades as 
security standards and products mature 
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SMART GRID CYBER SECURITY 
Mitigation Approach to Cyber Security Risks 
•  Monitoring of communication channels 
•  Monitoring spike in usage (meter reading) to 

detect possible failures or tampering with the 
devices 

•  Making sure devices synchronize with the 
network within a given time frame to detect 
tampering, potential problems, and device 
failures. 

•  Penetration testing will be performed using the 
latest hacking techniques, to attempt to break into 
the systems, identifying possible vulnerabilities, 
and remotely validating the authenticity of the 
software running in the meters. 
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SUMMARY 
u  This chapter had the fundamental tools and 

techniques essential to the design of the smart grid. 
The tools and techniques were classified into: 

1.   Computational techniques  
2.   Communication, measurement, and monitoring 

technology 
 
u  Based on the performance measures, that is, 

controllability, interoperability, reliability, adaptability, 
sustainability, efficiency, stochasticity, and 
predictivity, the chapter identified the most suitable 
applications of the tools. 

Chapter 8-SMART GRID Fundamental of Design and Analysis, James MOMOH 35 



SUMMARY 
u  Ongoing work in the critical area of standards 

development by NIST and IEEE was explained, 
including consideration of the available standards 
to be adopted and/or augmented for application. 

u  Acknowledging the grid ’ s increasing dependence 
on communication and information systems is 
necessary to any discussion of the challenges of 
developing and deploying adequate cyber security 
protections. 
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Thanks for your listening…  
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